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Agreement for use of Objective Connect
Service Administered by Scottish Courts and Tribunals Service
1 Introduction

Firms may be granted permission to access the organisation’s Objective Connect service for the duration of cases. These services are managed and administered by SCTS, but operated by Objective, with data stored on cloud services supplied by Objective. Which will be referred to hereafter as “Objective Connect” or simply “Services”. All newly created workspaces will have two-factor authentication applied. Workspaces and their contents will be deleted by SCTS after the relevant appeal period has lapsed.
Before allowing firms to utilise these Services it is important that the conditions of use are agreed. Failure to comply with these conditions of use may result in the termination of these facilities which may rely on the use of these Services.

2 Conditions of Use

2.1 Firms shall not use these Services initially without the express permission of SCTS
2.2 Use of the Services shall be limited to named generic Firm accounts, (taken from previous registration on E-motions scheme at the All Scotland Sheriff Personal Injury Court) and by the undersigned Named Employees only.
2.3 SCTS reserves the right to refuse access to any Firm.
2.4 The Firm shall take all reasonable precautions to maintain the security of their connections to the Service, including but not limited to:

2.4.1 Ensuring the premises containing the link endpoint are secure
2.4.2 Ensuring that equipment and software using the link are secure.
2.4.3 Ensuring passwords are secure complex and not written down and left in unsecure location or disclosed to employees or others not identified in this agreement.
2.4.4 Ensuring IP addresses and other identifying information is not disclosed.
2.4.5 Taking reasonable precautions to ensure that Firm’s own staff comply with conditions within this document
2.4.6 Ensure that a comprehensive security policy is in place.  Where any of the Firm’s equipment becomes infected they must notify SCTS immediately and cease use of the Service until access is authorised by SCTS.

2.4.7 SCTS must be advised immediately if a Firm suspects that their security arrangements have been compromised.
2.4.8 Firms must notify SCTS immediately upon change in status of any of user such that their access can be amended or removed accordingly. 
2.5 Objective Connect should only be used during normal SCTS working hours unless by previous arrangement

2.6 All sessions must be terminated as soon as they are no longer required.

2.7 Any incident that results in an actual or potential risk to personal data accessed or extracted from SCTS systems must be brought to the attention of the SCTS Information Governance team at dpo@scotcourts.gov.uk. 

3 Agreement

By signing below the Firm understands and agrees to comply with the Terms and Conditions of Use described above, and will take reasonable care in maintaining the Security of the Objective Connect service.

Name: …………………..
Signature: 
Company: .
Date:

4 Named Employees 

…………………………….

……………………………
……………………………
……………………………
……………………………
